
Penetration testing is the process of simulating real-world attacks by 
using the same techniques as malicious hackers. Penetration testing is 
one of the most comprehensive ways for organisations to develop an 
understanding of the level of cyber security risk that they carry. 
Understanding these risks allows organisations to meet industry 
compliance and regulatory requirements. Additionally, penetration 
testing allows organisations to develop strategies for the management 
and remediation of vulnerabilities to reduce overall risk to their 
business and sensitive data.

WHAT IS PENETRATION TESTING?

WHY PENETRATION TESTING?

Proactively defend
against cyber attacks

Set a baseline for your
security program

Meet compliance
standards

Improve your overall
security posture

CYBER SECURITY
PENETRATION TESTING
SERVICES DATASHEET
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AN ATTACK DOESN’T ALWAYS 
LOOK LIKE MALWARE

53%
At least one set of user 
credentials is captured 
in 53% of engagements

92%
Network perimeter 
breaches were successful 
in 92% of documented 
penetration test 
engagements last year

77%
of successfull real-life 
attacks use no malware 
or malicious files.

TEST YOUR 
DEFENCES
BEFORE 
ATTACKERS DO

Our team has extensive Offensive Cyber Security experience, holding 
industry recognised certifications and regularly contributing to the 
penetration testing community.

We understand Australian business requirements and are committed 
to delivering the highest level of customer satisfaction.

WHY CHOOSE SIEGE SECURITY?



KEY BENEFITS

OUR PENETRATION TESTING SERVICES
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Web Application 
Testing

Internal Network 
Testing

External Network
Testing

Monthly 
Vulnerability 
Assessments

Phishing Testing 
and Awareness 

Training

Wireless Network 
Testing

WHAT YOU GET:

Project Management
& Planning

Daily Status /
Progress Reports

Detailed Activity
Reports

Experienced & Certified
Security Experts

At Siege Cyber, we understand the demands 
and expectations for quality information 
security services. As part of our penetration 
testing service, your organisation can expect 
the following:

Identify and mitigate vulnerabilities throughout your IT 
environment, reducing the attack surface for today’s 
advanced threats

Gain an objective perspective, exposing blind spots and 
gaining visibility into the security gaps that could be 
missed by your internal IT team due to unfamiliarity with 
the latest advanced threats

Test the investments you have made in your 
cybersecurity tools and technology to determine if any 
vulnerabilities or gaps exist and whether they can stop a 
sophisticated attack on your organisation

Discover gaps in your security posture so you can 
prioritise your security budget where it’s needed most

“Siege Cyber provided well written and easy-to-read reports. 
The remarkable services provided by the Siege Cyber team 
greatly increased the security posture of our environment.”

- Tim Moore, General Manager



SCOPING
An initial meeting will be scheduled whereby one of our 
experienced consultants will meet with you to determine your 
security requirements.

PLANNING
A proposal is developed detailing the specifics of 
penetration testing, including recommendations to ensure 
that industry specific compliance requirements are met.

At Siege Cyber we believe that it is
important to keep our clients well 
informed during the penetration 
testing process.

The penetration testing process is to 
use multiple testing methods, 
including both automated and manual 
testing, in an attempt to gain access 
to the system and/or sensitive data 
stored in the system.

DISCOVERY
The penetration testing is conducted to check for 
vulnerabilities in the environment.

REPORTING
Detailed findings outlining risk level, impact and 
recommendations are delivered in a written report.

DEBRIEFING
Following the delivery of the report, one of our experienced 
consultants will meet with your representatives to discuss 
outcomes of the report and remediation steps.

CLIENT ENGAGEMENT
PROCESS

OUR STORY
Founded in 2019, but bringing together over 30 years of 
experience, Siege Cyber is 100% Australian owned and 
operated. We are a boutique cyber security company 
specialising in all forms of penetration testing and 
vulnerability assessments. Siege Cyber has provided 
penetration testing and vulnerability assessments to 
industries ranging from manufacturing to commercial to 
legal. Based in Brisbane, we have become the go-to 
company for small to medium sized businesses throughout 
Australia.

As our client, you receive state-of-the-art penetration 
testing services that meet your unique business needs, 
matched with the confidence that Siege Cyber is always 
available to offer advice and guidance. The relationships 
we cultivate are grounded in respect for your business 
and the acumen to achieve your vision. From the initial 
contact onward, the Siege Cyber team operates to see 
you succeed.


